2026/07/30 05:25 1/12 Database Inside

Database Inside

Database Inside can be found in the Tools menu in the full version of IBExpert. You can use the
IBExpert Database Inside feature to analyze and repair databases. (This feature is unfortunately not
included in the free IBExpert Personal Edition.)

Database Inside reads the database file directly, without a server. This allows extraction of
data/metadata from corrupted databases even if it is impossible to do this using a normal connection
to the database. The result depends on how heavily the database is corrupted. Database Inside
processes files in read-only mode so files remain unchanged.

IBExpert also supports Firebird 3 databases as long as they are not encrypted.

Here we have a database, which is corrupt. When attempting to connect to the database, an error
message appears which reads: Bad Checksum error on database page 262:

IBExpert ﬂ

Unsuccessful execution caused bry @ system ermor that precludes successful execution of subsequent statements,
database file appears corrupt (.

bad checksum,

checksum error on database page 262

oK

It is not even possible to perform a successful backup - even without the Garbage Collection or with
or without any other options. In this example, one of the system tables is damaged; so it's a pretty
serious problem. Even using gfix to validate the database is not successful.

So, we can either discard the database or use Database Inside.

When you start Database Inside you are asked to select and subsequently open a database file:
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Important: there is no Firebird server or tool started or involved here in any way. IBExpert’s internal
structures read and load the database content. This allows you to view and repair databases that are

otherwise irreparable.
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All pages

The All pages page displays a list of database pages in natural order. Page types to be displayed here
are customizable on the Options page. Please note that for large databases it is better to disable the
display of the index tree, index root and blob data pages in order to optimize memory usage.

Suspicious pages (pages marked as allocated with unknown page type or/and wrong checksum)
appear highlighted in red.

AllPages Statistics Header FPPs TPs P

Poge  Type Relatio... | ~

255 Pornter 156

256 Index Roo!

as? Data 5

258 Index Tree

259 Data 5

260 Pointer 157
0l Jata!

%] Darn

264 Data 5

265 Dom > S

266 Index Tree

267 Pounter 158

260 Indax Root

269 Data L]

21 Data 5

n Index Tree

2n Powrter 159

21 Index Root

274 Data 5

279 Data 8

26 Posnter 160

27 Indéx Roor

78 Dota 5

2m Pointer 161

280 Index Root

Here we can see that page 262 - just as Firebird has already told us - is corrupt.

When you click through the page types listed on the left, you will see that different information
according to page type is displayed. For example, when clicking on the Database header page in
the All pages list, you can view page header information, database properties and flags as hex code,
simply by clicking on the item.

Double click on the page or press Enter to open the data page in a separate window.

Please note, that when a data page or pointer page is selected, there are three data views in the
lower part of the screen: Columns view, Raw data, packed and Unpacked data.
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You can read more about data pages and pointer pages in the following articles:

¢ Pointer Page - type 0x04
Data Page - type 0x05
Pointer page (PTR)

Data page (DPG)
Structure of a data page

back to top of page

Statistics

The Statistics page contains some useful statistics related to distribution of pages within the database
file. Suspicious data (number of allocated pages with undefined/unknown page type and/or wrong
checksum) appears highlighted in red.

Fage type Count % Size in Mb

Al pages IBD655 100 1486,93
- Alocated pages IB0G5S 100,00 1486,93
Undefined 0 0,00 0,00
Database Header 2 0,00 0,01
Fage Imentory 12 0,00 0,05
Transacion lnventory 6 0.01 0,14
Pointer L 0,02 0,29
Data 8083 12 31,57
Tniex Rl 68 0,02 0,27
Index Tree @12 0,24 3,56
Blob Data EFSE 1 97,58 1450,97
Ganerators 2 0,00 0,01
Wnte Ahead Log 1 0,00 0,00
Fages with wrong checksum L] 0,00 0,02
Pafes with unknowe page type 17 0,00 0,07
not alocated pages o 0,00 0,00

For further information regarding the individual page types, refer to the Database Technology article,
Firebird for the database expert: page types and the IBExpert documentation chapter, Database
Statistics.

Definition: WAL - Write Ahead Log

back to top of page

Header

The Header page contains the database header data.
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P x|
Poge type

Al pages
L Alocated pages
i~ Undefined
Database Hender
Foge lmventory
Transaclion Irventory
Poanter
Dala
Index Root
Index Tree
Elob Data
Gonerators
wnte Ahead Log
--Fages with wrong checksum
Pais with unknowm page bype
not alocated pages

T™Fs

Pointer Pages  Exiract Data\Metadata  Options

k]
100
100,00
0,00
0,00
0,00
0,01
0,02
2,12
0,02
0,24
97,58
0,00
0,00
0,00
fl_l'lf-

0.00

=
I-Jnungigxﬂzunggg

Size in Mb
1466,93
1486,93

0,00
0,01
0,05
0,14
0,29
3,57
0,27
3,56
1450,97
0,01
0,00
0,02
0.07

0,00

Again, when you click through the list on the left, you can see the exact hex code used by Firebird to

define this property.

There are a number of interesting articles about the Header Page:

e Database Header Page - type 0x01
e Standard database page header

e Firebird for the database expert: Header page (HDR)

e Structure of a header page

and the subject, Database Properties is dealt with in detail in the IBExpert chapter, Database

Properties.

Definition: OIT - Oldest Interesting Transaction

back to top of page

PIPs

The PIPs (PIP: Page Inventory Pages) page contains list of all PIPs in the database file and information

about the allocation of pages.
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You can read more about PIPs in the following articles:

e Firebird for the Database Expert: Episode 2 - Page Types
e Firebird Internals: Page Inventory Page

back to top of page

TIPs

The TIPs (TIP: transaction inventory pages) page contains list of all TIPs in the database.
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All Pages  Statistics  Header Pages Edract Data\Metadata  Options
Poge Index  hext FIP Foge Index  Page Type

1 32607 ISA6REE Blob Data
32607 65215 358689 Biob Data
65215 r8z3 358690 Blob Data
97823 130431 358691 Blab Data

130431 163039 358602 Blob Data
163009 L5 T 158091 Blab Dam

195647 120255
120155 100863
260843 29T
203471 26079
126078 I58687

1588487 1901 25

358694 Blob Data
358095 Biob Data
158696 Blob Dam
358607 Biob Data
358098 Blob Dam
356699 Blob Data
358700 Biob Data
35870]1 Blob Dam
358702 Blob Data
356703 Blob Datm
358704 Blab Dam
358705 Blob Data
358706 Blob Dam
356707 Blob Data

You can read more about TIPs in the following articles:

EEEEEEEEEEEEEEEEEE @

Firebird for the database expert: Transaction Inventory Page (TIP) Transaction Inventory Page - type

0x03

back to top of page

Pointer pages

The Pointer pages page contains list of all pointer pages for each relation in the database.

You can read more about PTRs in the following articles:

Firebird for the database expert:: Pointer page (PTR) Pointer Page - type 0x04

back to top of page

Extract data/metadata

The Extract Data/Metadata page allows you to extract data and/or metadata directly from the
database file. Metadata/data can be extracted into a set of SQL script files or into a new database (a
working server instance is necessary in this case). You can extract just metadata, just data or both. It
is important to specify the correct Firebird server version and SQL dialect. And don't forget to specify
a Target directory if you are exporting to script files.
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Extract into Extract what

Mew database -

Target server version

Firebird 2.5 | ¥ 50LDialect3

Database connection string
localhost:.C\employee_repair.fdb

Client library

C\Program Files (x88)\Firebird\Firebird_2_5\bin\fbclient.dl

W

User name |SYSDBA

Password |*eeteses
Page size (4096 -

Default charset |\ WIN1252 -

¥| Use EXECUTE BLOCK for better performance
¥| Use short INSERT (without list of field names) if possible

¥ | Drop target database if exists

In our example here we've uses the relevant Embedded Firebird client. We could of course use a
normal Firebird client; this would then run as a client via a remote connection.

To speed up the whole thing we've checked the option, Use EXECUTE BLOCK for better performance
and - just in case the database already exists, we've checked the option, Drop target database if
exists.

The option Use short INSERT if possible option generates a short version of - without the list of
columns - as opposed to the long . This allows you to put more statements in a block and
improve performance.

You can select/unselect all data tables simultaneously from the context menu of the data tables list.

Now simply click Extract data/metadata in the bottom right-hand corner to save as much of your
database as is possible!

IBExpert now opens the Firebird database in binary form. We are not touching any Firebird instance at
all. This way we have the possibility to bypass all of Firebird’s security mechanisms and internal
structures. IBExpert protocols the export process, detailing which data objects for example, cannot be
recreated without errors.

This is vital, in order to determine which parts of the database still function correctly and where any
problems lie.
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Wricing Triggers...
crigger TEBUIBFATEREIGIISUPD ... Succeasful.
crigger TRAT TELZERGPARADUFM D... Succeasful.
ceigoer TRAIBUFARACENFAIOPD ... FAILED!

crigoer TRAIBUTREDATIUFDFAT... Succesalul.
toigoer TRAILAKTATFARADEMFAIUFD ... SuccessCul.
tcigges TRATITADMPARAOTMERATIDRD ... Successful.
ecigges TRAITBIEREINISOFD ... Sseccsaful.

Creacing
Creacing
Creacing
Creating
Creating
Creating
Ceenting

SPGETIFMSTR_... Successful.
APGETLAKTSTIOR_. .. Successful.
SPGETLEOMI0R ... Successful.
ﬂm_q +» Successful.
SPGETL2ERESTUR_ ... Scccessfel.
SPGETPATTRADATSUR ... Successful.
SPGETPATTRMODATSUR_... Successtul.
ﬂlﬁﬂm_. « » FTRILED?
smnm_. «» ERAILED?
SPGETSYSFARSID ... Successful.
SPGETSYSFARSOR_... Succesdpful.
SPGETTEXT ... Successful.
SPGEIUSERGSUR_... Succesalul.
JPCEITREREESTR . - - Succesaful.
SPGEITRERGATR ... Juccessful.
SPGETDRTAUSHAUR_... Successful.
SPGETURTRAINRAUR ... Succeasful.
ﬂmmmm_. «» Secceszfel.
!DEEI‘IIIII:!‘.‘IEHR_- - Smrraanfn)
SPOETUTRLIST ... Succeastul.
I!ﬂ'l'l'ﬂ'l'll.ll'lﬂlﬂ‘l‘!ﬂ"l‘_. .« Sucocesatul.

The metadata objects are created, and this metadata is displayed by IBExpert as a summarized
evaluation at the end. IBExpert shows you where it was not possible to execute certain items, for
example which metadata objects could not be processed correctly.

All commands executed here are included in the IBE§DBINSIDE$ERRORS table. This can be opened
separately from IBExpert’s Database Explorer, once you have registered the repaired database for
use in IBExpert.
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All Pages  Statistics Header FIPs  TIPs  Fointer Pages  Outp Extract Data\Metadata  Errors: 52

48 error(s) occured while executing DML/ DDLU statements.
Erroneous statements and error messages have been stored in IBESDAINSIDESERRORS table

in order of appearance.

# Message Data Record #| Relation D Column #
6 violation of FOREIGN KEY constraint ™,

7 Inwalid token.

B Iowalid token.

9 walid token.

10 Invaiid token.

11 Column dees not belong to referenced table.
12 Invalid token.

13 Column does not belong to refierenced table.
14 Column does not belong to referenced table.
15 Invaiid token.

16 Invalid token.

17 Irvaixd token.

18 Invalid token.

19 lnvalid token.

20 Irvalid token. h
21 Invalid token.

22 Ivaiid token.

23 Invalid token.

24 Invalid token,

25 Iovalid token.

26 Invalid token.

27 Iwalid token.

28 Invalid token.

29 Invalid token.

ononoonoooooooononoanonog

Error additional info

Invalid token.

invalid request BLR ar offset 1.

function UDFWEWSUR_ is not defined.

module names ar entrypoint could not be found.

CREATE TRIGGER TRBITBLIEMGHFSSURCRUPD FOR TBLZERGEES
ACTIVE BEFORE INSERT FOSITICN O

as

declare variable wur_ wvarchar (30) 2

begin

You can then normally trace and carry out any necessary repair work, for example going to the
indicated location in certain objects, or trace to, for example, certain UDFs in the UDF library that are
referred to here in our example, which are not usable.

You can see quite clearly the list of operations that were successful along with those that were
unsuccessful:

AllFages Swlistics  Header FIFs  TIPs  Pointer Pages  Oulpul  Bdract Data\Metadata  Emors 52 Opuons
Creacing trigger TRAU_TBUEREIGNIS_2... Succeasful.

Creating ctrigger TRAULAKTATFARAUFNFATUFD ... Succesafual.
Creating trigger TRAUTBELOBS_O... FAILED!

Creating crigger TRAUTBIFNFARAUFNFAIUFD ... Successful.
Creating trigger TRAUTBLEBOMPARAUFN O... Successful.

Creating trigger TRAUTBELIEKGFARAUFNUFDFAI ... Successful.
Creacing crigger TRAUTBPATEREIGNISUPDUER ... FAILED!
Creating trigger TRAUTBFATIENTEREIGNIS ... FAILED!

Creating trigger TRAUTEUEREIGNISUFDSIGFARAUSW ... Succeasful.
Creacing crigger TRAUTBUFARAUFNUFDFAT_... Successful.
Creating trigger TRAUTBUTREDATPATUFD ... Successfaol.

Creating trigger TREADTBBLOBS 0... FAILED!

Creating trigger TRSDTBFATEREIGNIS_U... Successtul.

Creating trigger TRSI_TBLIZEKGPARAUFN 0... FAILED!

Creating trigger TRBI_TELZEWSPARATEW O... FAILED!

You can then register the repaired database for use in IBExpert.
Learn more about extracting metadata in the IBExpert documentation chapter, Extract metadata.
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Options

On the Options page you can select the types of pages to be listed in All pages page.

© Database Inside: C:\Firebird 30\fb30w32\examples\empbuild\EMPLOVEE.FDB o & e

s |
Al Pages Statishcs Header PIPs  TIPs  Ponber Papes  Extract Data\Metadata | Opftions

Show following peges in the "Ml pages” it | Run *Open database file” dislog immediately after the Database Inside starts

¥|Database header paos]
| Page mventory pages
¥| Transaction inventory pages
¥ | Pointer pages
¥ | Data pages

Index pages

Index root pages

Bich data pages
¥| Generator papes

Wirite ahead log pages

¥| Pages marked as not alocated
¥| Undefined pages (page tyoe =0
¥ | Pages with unknown page type

Please note that for large databases it is better to disable the display of the index tree, index root and
blob data pages in order to optimize memory usage.

back to top of page

Current limitations

e only single-file databases are supported at the moment.

¢ InterBase® databases with object names’ are not supported yet.

e the Database Inside feature has been tested with Firebird 1.5-2.5 databases created with
Firebird for Windows.

Further reading

e Database corruption
e Database Validation
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e Tracking down crashes on Linux

Tracking down crashes on Win32 systems

How to analyze and repair a corrupted database
Preventing data loss

Database repair
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